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IAM

{
"Effect": "Allow",

"Action"; [
" s3:ListBuckets", Action:
"s3:Get " ction:

| AWS
"Resource": |

"arn:aws:s3mybucket ' Resource:
]

"Condition™: {
"IpAddress: { :
"aws:SourcelP. Condition:

IP 176.32.92.49 S3 ListBuckets Get

AWS
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AWS CloudTrall API|

CLI

CloudFormation

User | Action | Time

Console _
ElasticBeanstalk Tim | Created | 1:30pm
— — Sue | Deleted|2:40pm
Kat |Created | 3:30pm

CloudTrall
API AWS API
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8

Resource inventory

Status @

Look up existing and deleted resources recorded by AWS Config. View compliance details for each resource or choose the Config timeline icon to see how a particular

respurce's configuration has changed over time.

Resources (@

IAM: Group, IAM: Policy. IAM: ...

Tag

Choose Config timeline @
Resource type
* |AM User
No evaluations
» |AM User DBSubnetGroup

* |AM User

"

Resource identifie

Tag value (op

i for the resource.

(optional)

IAM Role inspector
on September 18, 2016 10:54:21 AM (UTC+09:00)

Manage resources

th

(2]

View Details

st nd
17 April 2016 21 August 2016 22 August 2016
7:49:09 PM 4:05:57 PM 9:06:07 PM
Change
w Configuration Details
Amazon Resource Name amawsiam 336580663284 role/inspector Role Name  inspector
Resource type  AWS AN ‘Role Trust Relationships  Document
Resource ID  AROAJMXZKEEQRWSTLCCA Inline Policy Details  oneClick_inspector_ 1447334619937

Availability zone

Created on

Not Applicable

November 12, 2015 10:23:51 PM

oneClick_inspector_1471762879566

oneClick_inspector_1471867256220

I webservices
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1 |user user_creation_time password_password_last_used password_last_changed password_next_rotation mfa_active access,
2 |<root_accounts 1:123456789012:ro0t 2014-10-02T11:12:58+00:00 not suppe¢ 2015-05-14T02:17:24+00:00 not_supported not_supported TRUE
3 |adfstest ::123456789012:user/adfstest 2015-05-07T09:12:18+00:00  FALSE N/A N/A N/A FALSE
4 admin-test ::123456789012:user/admin-test 2015-04-14706:34:15+00:00 FALSE 2015-04-14T06:37:11+00:00 N/A NSA TRUE
5 |cloudberry ::123456739012:user/cloudberry  2014-11-25T02:42:20+00:00  FALSE N/A N/A N/A FALSE
6:| isengard ::123456789012:user/isengard 2015-03-12T04:41:26+00:00  FALSE N/A N/A N/A 1 FALSE
7 |kkk 112345673901 2:user/kkk 2014-11-20T05:24:30+00:00  FALSE N/A N/A N/A FALSE
2 restiam ::123456789012:user/restiam 2015-03-27T13:57:45+00:00 TRUE  2015-03-27T14:26:53+00:00 2015-03-27T13:58:30400:00 N/A FALSE
9 |takizawa arn:aws:iam::123456789012;user/takizawa 2015-04-23T06:47:03+00:00 TRUE  2015-04-23T07:04:46+00:00 2015-04-23T06:48:52+00:00 N/A TRUE
[0 |yol arn:aws:iam::123456789012:user/yol 2014-10-06705:13:42+00:00 TRUE  2015-05-08T06:24:40+400:00 2014-11-14T02:37:24+00:00 N/A TRUE
L1 |yolprivate ::123456739012:user/yolprivate 2015-01-06T13:17:42400:00  FALSE N/A N/A N/A FALSE
~ 2 |yolt ::123456789012:user/testing/yolt  2015-05-07T00:51:17+00:00 TRUE  2015-05-07T00:59:42+400:00 2015-05-07T00:52:21+00:00 N/A TRUE
;\ L3 yoicht arn:aws:lam::123456?89012:u5erfy0icht 2014-10-10T11:10:53+00:00 TRUE  2014-11-13T05:28:03+00:00 2014-11-13T05:27:19+00:00 N/A FALSE
" $ status_reports_2015-05-14T06-25 | @ [«]
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AWS ~

I Dashboard|

Details

Groups
Users
Roles

Policies

Identity Providers

Encn &

Credential Report

Services v

IAM users sign-in link:

https://takadat.signin.aws.amazon.com/console

|IAM Resources

Users: 15
Groups: 3

Customer Managed Policies: 4
Security Status
A Delete your root access keys

Activate MFA on your root account

Create individual IAM users

to assign permissions

M password policy

Welcome to Identity and Access Management

AWS Cloud Roadshow 2016

Credential

Customize | CopyLink

Roles: 26
Identity Providers: 0

[ | 4 out of 5 complete.

(4

CSYP

A
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- St /g R BREE - 7 N - &y 24

iy F = b = mE 5 20 5 50 ol (=
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1 |user user_creation_time password password_last_used password_last_changed  password_next_rotation mfa_active access
2 |<root_account> :123456789012:r00t 2014-10-02T11:12:58+00:00 not_suppe 2015-05-14T02:17:24+00:00 not_supported not_supported TRUE
3 |adfstest 1123456789012:user /adfstast FALSE N/A N/A N/A FALSE
4 |admin-test 12345678901 in-test FALSE  2015-04-14T06:37:11+00:00 N/A N/A TRUE
5 12345678901 2:user/cloudberry FALSE N/A N/A N/A FALSE
ﬁ:l isengard 123456789012:user/isengard FALSE N/A N/A N/A | FALSE
7 kkk 12345678901 2:user/kkk FALSE N/A N/A N/A FALSE
2 restiam 123456789012:user/restiam TRUE  2015-03-27T14: 2015-03-27T1: N/A FALSE
9 |takizawa arn:aws:iam::123456789012:user/takizawa TRUE  2015-04-23T0: 2015-04-23 N/A TRUE
1o 'yo1 arn:aws:iam::123456789012:user/yol TRUE  2015-05-08T06:24:40+00:00 2014-11-14T02:37:24+00:00 N/A TRUE
1 i i 12345678901 FALSE N/A N/A NfA FALSE
2 yolt arn:aws:iam:: 12345678901 2:user/testing/yolt TRUE  2015-05-07T00:53:42+00:00 2015-05-07T00:52:21+00:00 NfA TRUE
l13 yoicht arnzaws:iam::123456789012:user/yoicht 2014-10-10T11:10:53+00:00  TRUE  2014-11-13705:28:03+00:00 2014-11-13T05:27:19+00:00 N/A FALSE
fa

| status_reports_2015-05-14706-25 | @

[

. ’ . ) .
https://bloqs.aws.amazon.com/secuntv/Dost/TleZCI—%%élm!anT/Nem— IAM- Quickly Identify- Wher an Access



https://blogs.aws.amazon.com/security/post/Tx1GZCHQC7LR3UT/New-in-IAM-Quickly-Identify-When-an-Access-Key-Was-Last-Used
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[« |£| hittps://consale.aws amazon.com/iam/home fregion=ap-northeast-1saccount_settings
2 FSU [N AWS Managemen - CloudTrain Contre - ) Creating Dynams - 0 aws-primacloud  IG) My Documents - -
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OpenID Connect SAML 2.0

SAML2.0

Enterprise (Identity Provider)

— E

Identity provider

@ AWS Gervice Provider)

/ AssumeRoleWithSA
S3 Bucket Amazon Amazon
with Objects DynamoDB EC2
pctive AWS Resources

Directory 1dP

1' ____________________________________ 06 )

| Client

. Application
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https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_roles_providers_saml.html
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Amazon RDS

EC2 Instance
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