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{
"Effect": "Allow",
"Action": [

" s3:ListBuckets ",
" s3:Get "

],      
"Resource": [

" arn:aws:s3:::mybucket"
],
"Condition": {

" IpAddress": {
" aws:SourceIP": 

}
}

}

Effect:

Action:
AWS

Resource:
AWS

Condition:

IP 176.32.92.49 S3 ListBuckets Get
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https://blogs.aws.amazon.com/security/post/Tx1GZCHQC7LR3UT/New- in- IAM- Quickly- Identify- When- an- Access-
Key- Was- Last- Used
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https://blogs.aws.amazon.com/security/post/Tx1GZCHQC7LR3UT/New-in-IAM-Quickly-Identify-When-an-Access-Key-Was-Last-Used
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OpenID Connect SAML 2.0 

Enterprise (Identity Provider) AWS (ServiceProvider)

AWS Resources

Client 
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Directory

Identity provider
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AssumeRoleWithSAML
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S3 Bucket 
with Objects
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APP

API

https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_roles_providers_saml.html
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SAML2.0

https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_roles_providers_saml.html
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Federation/SSO

http://aws.amazon.com/jp/iam/partners/
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VPC 3 Web
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